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Cyber Warfare Between Non-Intervention and Legal Deterrence
An Analysis in Light of the United Nations Charter
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Abstract

This study seeks to assess the suitability of Articles (2/4) and (51) of the United Nations Charter for addressing the
challenges of cyber warfare under the rules of general international law. It does so by identifying the normative
gaps inherent in cyberspace and by examining attempts in international legal scholarship to fit digital attacks
within the existing legal framework. The study is guided by a central legal question: **when does a cyber attack
rise to the level of “use of force” within the meaning of Article (2/4), and when does it reach the threshold of an
“armed attack,” thereby triggering the right of self-defense under Article (51)?** This legal characterization, in turn,

affects how fully the principles prohibiting the use of force and non-intervention between States are respected.
In addition, the study examines the strictness of the requirement of an “armed attack,” and whether its emphasis
on **severity and effects™* may pose a legal obstacle to certain cyber operations. If the threshold is not met, the
result may be an inability to mount a lawful response, or at least a delay in doing so. The study also evaluates the
effectiveness of the collective security mechanism embodied in the United Nations Security Council. It concludes
that international practice often remains confined to consultations and deliberations, without transforming into

binding and effective measures. This is exemplified by, among other instances, the first open debate on cyber
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security issued on **29 June 2021**, which reflects a weakening of collective responses and a deepening gap
between the seriousness of the cyber threat and the deterrent tools available.
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