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Cognitive Warfare and the Challenges of Moroccan National Security in Light of Contemporary Geopolitical

Transformations
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Abstract
This study examines cognitive warfare as one of the most significant non-traditional threats facing states in the
contemporary international environment. The nature of conflict has evolved from targeting military and physical
domains to influencing perception, collective consciousness, and individual and societal behavior. The study
focuses on the Moroccan case by analyzing the geopolitical contexts that have exposed the Kingdom to attempts
of cognitive targeting, particularly in relation to the Moroccan Sahara issue, the expansion of Morocco’s regional
and international roles, and the development of its strategic partnerships.
The study also explores the principal mechanisms of cognitive warfare, including digital disinformation, the
construction of manipulative narratives, digital propaganda, and the targeting of virtual spaces frequented by
younger generations. It highlights the implications of these practices for national security and societal stability.
Furthermore, the study examines the Moroccan approach to addressing these threats through strengthening
cybersecurity, advancing digital diplomacy, and fostering societal cognitive resilience and digital awareness as
essential pillars for safeguarding national security in the digital age.
Keywords: Cognitive Warfare; Moroccan National Security; Digital Disinformation; Cybersecurity; Cognitive

Resilience; Moroccan Sahara.
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North Africa. Washington, D.C.: Atlantic Council, pp. 14-22.
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